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NAME
esets_pop3 - ESETS POP3 filter module.

SYNOPSIS
esets_pop3 OPTION ...]

DESCRIPTION
The POP3 filter scans the communication between a POP3 client aedfeemiruses.esets_pop3s not
a full POP3 serar. It receves requests from the POP3 client (so called MM ail User Agent) and fer
wards them to the POP3 serv Once e-mail is requested by a POP3 client using command RETR (note
that multi-line responses to other commands, e@P Etc., are not controlled by the module), it is first
scanned for infiltrations before its dediy. The entire client-seer e-mail communication is transparent,
except for the e-mail itself, which is subject to virus scanning.

SIGNALS AND DAEMON PROCESS STRUCTURE
In order to staresets_pop3the agent manager process must be enabled using paragesierenabledn
section [pop3] of the main ESETS configuration file. The manager process is responsible for the agent ini-
tialization and also for the maintenance mim_proc processes each running pool oém_thrd
client/sener sessions servicing threads. This version of ESETS implements 1 vs N threads per sessions
model with asynchronous I/O operations, i.e. each thread is able to maintain multiple sessions (resp. multi-
ple opened client/seev connections) at a time. Note that each thread performs sessions until termination,
resp. until hard termination of the agent processes.

TERM This signal causes termination of the agent processesafier. esets_pop3manager process
obtained this signal it terminates all daughter threads and processes as soon as possible and termi-
nates.

USR1 This signal causes so called hard termination of the agent processes, iesetdtgpop3nanager
process obtained this signal it terminates immediately all daughter threads and processes and ter
minates.

CONFIGURATION FILE OPTIONS
The main ESETS configuration mechanism is assumed to be that using ESETS main configuration file.
Note that most principles of this mechanism are described in the esets.cfg(5) manual page while this section
contains only additional information related with the list of configuration file options valid for this particu-
lar module. Therefore we recommend user to become familiar with tive atemtioned documentation
prior reading this section.

ESETS MODULE PRIVATE OPTIONS
agent_enabled ¥yes/no

type: bool

default: no

Enables/disables operationesets pop3laemon manager process.
num_proc =value

type: integer

default:value =1

Defines number afsets_pop3laemon processes.
num_thrd = value

type: integer

default:value =2
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Defines number aésets_pop3laemon threads per process.

listen_addr =addr

type: string
default: no default

Listen onaddr for client connectionsLA can be a host name or IP address. When IP address is
set to 0.0.0.0 theasets_pop3istens on all aailable network interfaces.

listen_port = value

type: integer
default: no default
Listen on the specified TCP port numbalue.

sewver_addr = addr

type: string
default: no default
Connect to server caddr and retriee emails.

server_port = value

type: integer
default: no default
Connect to TCP port numbealue on the server.

timeout_client =value

type: integer
default:value = 30

Timeout for the communication esets_pop3agent with pop3 client measured in seconds. The
time limit starts to be measured since last response sent to the client and when number of
responses is equal to the number of requests. After no further request is sent during this period
from the client theesets_popZloses connection with both the client and server.

ESETS MODULE COMMON OPTIONS
To get detailed description of ESETS module common options, please refer to the B&&ib& MOD-
ULE COMMON OPTIONS of theesets.cfg(5)nanual page.

ESETS SCANNER COMMON OPTIONS
To get detailed description of ESETS scanner common options, please refer to theESSE{& SCAN-
NER COMMON OPTIONS of theesets.cfg(5manual page.

USER SPECIFIC CONFIGURATION
The ESETS system implements possibility to define so called user specific configurationyaet cele
figuration parameters specific for clienghd/or serves IP aldress can be defined.

As described in sectiodSER SPECIFIC CONFIGURATION of esets.cfg(5) manual page the user spe-

cific configuration is created when an appropriate special configuration section created within a special con-
figuration file path referenced from this agent section (see main ESETS configuration file) by option
user_config =path.

The header name of user specific section must be in general of the following format,
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[s_addr/s_mask|c_addr/c_mask]

where ’'s_addr’ is seer’'s retwork IP address, 's_mask’ is seris network mask (represented by plain
number specifying the number of &’at te left side of the network mask), 'c_addr’ is clism&twork IP
address, 'c_mask’ is cliestnetwork mask (represented by plain numtspecifying the number of §'&
the left side of the netwvk mask). Thus the part 's_addr/s_mask’ representerseretwork address range
for which we would lile to cefine special configuration and part 'c_addr/c_mask’ represents slieit’
work address range for which we woulddito cefine special configuration.

Note that it is not mandatory to define both cliertid serer’s parts of the header name. In this case the
appropriate part not present within header name will be assumed to be not restricted. The follaming e
ple shows definition of section header name compound only from the ckgdtess range for which we
would like to cefine special configuration.

[1192.168.1.0/24]

Please, note that thanks to ’|' character present at the beginning of section header name, the main ESETS
daemon knows that an appropriate IP address range represents thepelieof the section header name.

In case you omit the character '|’, the appropriate content of the section header name will be assumed to be
its servers part as shown in an example belo

[192.168.1.0/24]

If user specific configuration defined, it will be used automaticallyhis agent automatically pries
main ESETS scanning daemesets_daemorwith the client and server IP addresses k&ckefrom the
header of transferred packet during the FTP communication.

Once client and/or serer’s IP aldress passed to the daemon, it is compared with section header names
found in the special configuration file. The comparison is performed with all section header names consecu-
tively in order as thg are written within the file.The configuration appropriate to the first matched section

is chosen. If no section header name matches the slegwers IP aldress passed to the daemon, the
configuration appropriate to the agent section from main ESETS configuration file is clibsesection

header name matching algorithm is as follows:

1. If no client’s IP aldress passed to the daemon or no clemi't of the section header name present, the
algorithm returns match for this part of section header ndfmgient’s IP aldress passed to the dae-
mon, it is checked whether it matches network address range represented Isypalienf’ the section
header name.

2. Similarly if no serer’s IP aldress passed to the daemon or noes&ryart of the section header name
present, the algorithm returns match for this part of section header name.etfsséhaldress passed
to the daemon, it is chee#t whether it matches network address range represented byssgaxt of
the section header name.

If both comparison steps described abeeturn match the configuration appropriate to the section header
name is chosenOn the other hand if at least one of the steps returns no match, an appropriate section is
skipped.

HANDLE OBJECT POLICY
The Handle Object Poljc(see figure belw) is a mechanism that provides handling of the scanned e-mail
messages depending on their scanning status. The mechanism implemented in this module is based on so
called action configuration optionsaction_av, action_av_infected action_av_notscanned
action_av_deleted action_as action_as_spamand action_as_notscanned To get description of these
configuration options, see esets.cfg(5) manual page.

action_av
|accept||scan||defaiscard,reject| -Bbject not accepted

| action_av_infected
| action_av_notscanned
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| action_av_deleted
| laccept||defediscard,reject| -vbject not accepted
I

action_as

|accept||scan||defdiscard,reject| -®bject not accepted
|
| action_as_notscanned
| laccept||defer,discard,reject| -> object not accepted

object accepted

Every e-mail message processed by this module is first handled with respect to the setting of the configura-
tion optionaction_av. Once the option is set to 'accept’ (resgefer’, 'discard’, 'reject’) the object is
accepted (resp. deferred, discarded, rejected). If the option is seamd the object is scanned (resgso

cleaned if requested by configuration optanclean_modeg for virus infiltrations and set of action config-
uration optionsaction_av_infected action_av_notscannedand action_av_deletedis taken into account

to evaluate further handling of the object. If action 'accept’ has been taken as a result of the these abo
action options the object processed shall be scanned for spam.

Note that the e-mail message is scanned for spam only in case the configuratioaatjgliorasis set to
'scan’. Inthis case the action configuration opti@tdion_as_spamandaction_as_notscanneds taken
into account. If action "accept’ (resp. 'defer’, 'discard’, reject’) has beeertas a result of the tnebove
action options the object is accepted for furthewasli(resp. the object is deferred, discarded or rejected).

You haveprobably noticed that each of the action configuration options discusses abepts a ariety

of the \alues whose list can be found in esets.cfg(5) manual page. As also stated there the values listed are
handled individually by eery ESETS agent module. Thus to be consistent in theafiniipwe review the

meaning of the values for this ESETS agent module.

accept Accept object on this \el of Handle Object Polig i.e. access to the object is allowed by the par
ticular action configuration option.

scan  Scan object for virus infiltrations (resp. for spam) and clean infected objects if requested by con-
figuration optiorav_clean_mode

defer Return temporary failure to sender.

discard
Accept object from sendgdwt drop it afterward.

reject Return permanent error to sender.

IMPORTANT: Note that ap of 'defer’, 'discard’, teject’ action can lead to accumulation of the e-mail
messages on the sers dsc until resources exhausted. Thus in the common it is not recommended to use
ary of them. Theaction values are implemented by the module for specialafement purpose only.

LOGGING
Logging functionality of the ESETS agent modules has beeglageed to fine tune or to troubleshoot the
agent module performance. Thus all the ESETS agent modules support only logging using syslogd daemon
which logs system messages on *nix systeragietT more information on this topic please, refer to manual
pages syslog(2), syslog.conf(5) and syslogd(8).

Regading ESETS agent modules, this functionality can lvekied by stting ESETS module common
configuration optiorsyslog_facility to value other thanone To get description of the introduced ESETS
module common configuration options please, refer to esets.cfg(5) manual page.

Once the syslog logging enabled, the ESETS agent module messages are logged with one @fitige follo
syslog priorities:
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LOG_ERR
Error messages concerned with the ESETS agent module performance are logged with-this prior
ity. Message logged with this priority usually means that error occurred during the ESETS agent
module running and thus the module could not accomplish its operatioverorthe module
process exited.

LOG_WARNING
Warning messages concerned with the ESETS agent module performance are loggednairy’
messages concerned with action other than "accem@htak a consequence of object scanning sta-
tus are logged with this priority.

LOG_NOTICE
The 'summary’ messages concerned with action taken as a consequence of object scanning status
are logged with this priority.

LOG_INFO
The common tasks are logged with this priority.

LOG_DEBUG
Dehug information concerned with the ESETS agent module performance is logged with this pri-
ority.

COMMAND LINE OPTIONS
This section contains list of command line options valid for this module.

Note that present version of ESETS implements in general three types of command line options parameters:

Integer parameters accept integer values, e.g.:

--integer-parameter 26
For integer parameter it is also possible to append unit K (1K = 1024), M (1M=1024*1024), G
(1=1024*1024*1024), e.g.:

--integer-parameter 4K

Boolean (logical) parameters do not accegtarguments. Theiappearance in the command line automat-
ically signal enabling of an appropriate functionality related with the pargregter

--bool-parameter

Thus in order to provide getion of an appropriate logical parameter prescribe this parameter with --no,
e.g.:

--no-bool-parameter

String parameters accept string values.ylda be put into quotation marks, e.g.:

--string-parameter "string value"
Besides options on the command line, there are also commands. All ESETS programs accept at least these
commands for displaying the version number and a simple help screen.

-V, --version

Print version information to stdout and exit.

-h, --help

Print help screen to stdout and exit.
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REPORTING BUGS
In order to report bugs, please visit http://www.eset.com/support <URL:http:/&seticom/support> or
use directly the support form at http://www.eset.eu/support/form <URL:http://www.eset.eu/support/form>.

COPYRIGHT
Developed by ESETspol. s r.o. 2011 (C). www.eset.com <URL:www.eset.com>

SEE ALSO
esets_cgp(1) esets_cli(1) esets_dac(1) esets_ftp(1) esets_gwia(l) esets_http(1) esets_icap(1l) esets_imap(1)
esets_mda(l) esets_mird(1) libesets_pac.so(1) esets_pipe(1l) esets pop3(1l) esets_smfi(1l) esets_smtp(1)
esets_ssfi.so(l) esets wwwi(l) esets_zmfi(l) esets(5) esets.cfg(5) esets daemon(8) esets inst(8)
esets_lic(8) esets_quar(8) esets_scan(8) esets_set(8) esets_update(8) eset_efs_userguidgspuseset_e
guide.pdf eset_ems_userguide.pdf
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