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NAME
esets.cfg — Main ESETS configuration file.

DESCRIPTION
The esets.cfg configuration file is used to configure ESETS modules. Under the term ESETS module we
understand either main ESETS system control and scanning dasetsndaemoror one of the ESETS
agents introduced in the next paragraph. Note that the configuration file is stored in ESETS configuration
directory The configuration file is divided into sections corresponding to individual modules. It consists of
the following sections.

[global]
Global section used to define common configuration options of main ESETS system control and
scanning daemon modudsets daemotfsee sectioSETS MODULE COMMON OPTIONS
of this manual page for details) as well asadéfvalues of the ESETS scanner common configura-
tion options (see sectioBSETS SCANNER COMMON OPTIONS of this manual page for
details).

[cgp], [cli], [dac], [ftp], [gwia], [http], [icap], [imap], [mda], [mird], [pac], [pipe], [pop3], [scan],

[smfi], [smtp], [ssfi], [wwwi], [zmfi]
So called 'agent’ sections (later in this document marked by string [agent]) used to define configu-
ration options ofesets_cgpesets_cli esets_dacesets_ftp esets_gwiaesets_http esets_icap
esets_imap esets_mda esets_mird libesets_pac.sp esets_pipe esets_pop3 esets_scan
esets_smfi esets_smtp esets_ssfi.soesets_wwwj esets_zmfi modules (see sectioBSETS
MODULE OPTIONS of this manual page for details) as well as ESETS scanner common config-
uration options (see secti@SETS SCANNER COMMON OPTIONS of this manual page for
details) relgant when an appropriate agent used.

The purpose of [agent] sections implementation is that itemadossibility to define differentalues
(related with the same configuration option) forfetdi#nt agents used. Lets assume one esets_mda
agent to protect e-mail beg and would lik to potect also file system usirggets_daagent. The imple-
mentation of [agent] sections makes possible to define different ESETS scanner parametdesefior dif
kind of protection in this case.

Above dscussed dferentiation of the configuration options igee more sophisticated. The ESETS mak
possible to define relent configuration options individually according to the e-mail recipients and/or
senders (implemented @sets_mdaesets_pipeesets_smfesets_smtpesets_gwigesets_climodules) or
according to the names of the users accessing file system objects (implemengsédtsindac
libesets_pac.sanodules) or according to the clients (resp. sexvIP address (implementeddsets_http
esets_ftp esets_ssfi.scesets_pop3esets_imap,modules). Br this purpose a special user defined sec-
tions are introduced (later in this document redrky string [userspec])oTget further information on this
functionality see sectiodSER SPECIFIC CONFIGURATION of this manual page.

ESETS implements also rules concerned with inheritance of thearelparameters from [global] to
[agent] sections as well as from [agent] to [userspec] configuration sectioget. detailed information on
the parameters inheritance, see secG@NFIGURATION FILE OPTIONS INHERIT ANCE of this
manual page.

In the present implementation of the ESETS there are three parameters types assumed to be used in the
whole area of the configuration file(s):

* integer
* logical (bool)
» string

Integer parameters accept integer values, e.g.:

integer_parameter = 26
For integer parameter it is also possible to append unit K (1K = 1024), M (1M=1024*1024), G
(1=1024*1024*1024), e.g.:
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integer_parameter = 4K

Logical parameters acceptdwalues: yes or no, e.g.:

bool_parameter = yes
or
bool_parameter = no

String parameters acceplues which are not numbers nor logical cod&sey can be put into quotation
marks, e.g.:

string_parameter = "string value"

USER SPECIFIC CONFIGURATION
Agent sections (all but [global]) may contain optioser_config =path. This option orders daemon
esets_daemoro read additional user configuration options from the file specified bygamantpath. To
get description of this option, refer to sect6BETS MODULE SPECIAL OPTIONS.

IMPORTANT: It is a mandatory to define different configuration files for different agents.

Format of this file is the same as format of ESETS main configuration file (esetgadp) the sections are
headed with so called user specific configuration ID.

Example of an [userspec] section can be as follows:

[userspec]
av_eml_footnote modification_mask = "infected"

where 'userspec’ is the user specific configuration ID. Meaning aimlesyntax of user specific configu-
ration ID differs for different ESETS agents and thus its detailed description can be found in &&#Rn
SPECIFIC CONFIGURATION of an appropriate ESETS agent manual page.

IMPORTANT: Note that the definitions of parameters within the [userspec] sections has sense only for the
ESETS scanner common configuration options (see sdeB&TS SCANNER COMMON OPTIONS of

this manual page for details), i.e. all other options will be ignomgadiag this functionality including all
ESETS module options.

The ESETS alles also grouping of [userspec] sections. In order to define group of user specific configura-
tion sections one has to definewmnsection, so called parent section, where all options, assumed to be
defined for all group members,v@ato be written. Thenwithin individual [userspec] sections it is neces-
sary to define parameter optigrarent_id = parent_section_name, where parent_section_name is the
header name of parent sectiofo get description of this option, refer to the sectf 8ETS MODULE
SPECIAL OPTIONS.

EXAMPLE: Lets assume we @ sctions [peter] and [paul] to be a [userspec] sectiditis instead of
writing the same list of parameters into each of the sections area, we defisectien [group] where we
will pass all common parameters. The result will be as follows.

[group]
av_eml_footnote modification_mask = "infected"
av_eml_subject_modification_mask = "infected"
av_eml_header_modification_mask = "infected"
[peter]
parent_id = "group”
[paul]

parent_id = "group”
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IMPORTANT: Note that the grouping operation is possible only among [userspec] sections appropriate to
the one and the same ESETS agent module and only among [userspec] sections found within one and the
same configuration file.

CONFIGURATION FILE OPTIONS INHERITANCE
The ESETS implements rules of inheritance ofuale configuration options from [global] to [agent] sec-
tions as well as from [agent] to [userspec] sections. Thanks to these rulesvitre pdeameters from the
[global] section are tadn into account also in [agent] sectiongnethey are not explicitly written within
[agent] sections. The same relation is valid also between [agent] section and [userspec] sections.

IMPORTANT: Unless &plicitly specified, the inheritance from [global] to [agent] sections is concerned
with the ESETS scanner common configuration options (see sé&e881S SCANNER COMMON
OPTIONS of this manual page for details) and with the so called common ESETS module options (see
sectionESETS MODULE COMMON OPTIONS of this manual page for detailsNote also that the
inheritance from [agent] to [userspec] sections is concerned only with the ESETS scanner common config-
uration options (see secti@®&ETS SCANNER COMMON OPTIONS of this manual page for details).

ESETS SCANNER COMMON OPTIONS
The ESETS scanner common configuration options define configuration of ESETS seaneler kKhese
options can be specified fromyaBSETS module section and/oryagpecial section.A full list of the
ESETS scanner common configuration options is as follows:

action_av = action

type: string
default:action = "scan"

Defines action to be performed on all objects approaching Ants\¢ontrol. Possible values are
"scan", "accept", "defer", "discard", "reject". Note that tladues abee ae handled indidually
by every ESETS agent module. Thus to get description of the values please, refer tot$abdtion

DLE OBJECT POLICY of manual page of an appropriate agent.
action_av_infected =action

type: string
default:action = "reject”

Specifies the action performed on infected objects. Possible values are "accept”, "defer", "dis-

card", "reject”. Note that the values abaae handled indidually by erery ESETS agent mod-
ule. Thus to get description of thalues please, refer to sectidANDLE OBJECT POLICY of
manual page of an appropriate agent.

action_av_notscanned =action

type: string
default:action = "accept"

Specifies the action performed on objects that could not be scanned by anti-virus, ggnner
passwverd protected archés, etc. Possible values are "accept”, "defer”, "discard”, "rejéttte
that the values abe ae handled individually bywery ESETS agent module. Thus to get descrip-
tion of the values please, refer to sectitdaNDLE OBJECT POLICY of manual page of an
appropriate agent.

action_av_deleted =action

type: string
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default:action = "discard"

Specifies the action performed on objects that has been deleted by anti-virus, sazganolgiects
containing not relant information after Anti-Virus cleaning process. Possible values are

"accept", "defer", "discard", "reject'Note that the values ab® ae handled individually bywery
ESETS agent module. Thus to get description of tiaes please, refer to sectiblANDLE
OBJECT POLICY of manual page of an appropriate agent.

action_as =action

type: string
default:action = "accept"

Defines action to be performed on all e-mail messages approaching Anti-Spam control. Possible

values are "scan", "accept", "defer", "discard", "rejedtlote that the values ab® ae handled
individually by every ESETS agent module. Thus to get description of the values please, refer to
sectionHANDLE OBJECT POLICY of manual page of an appropriate agent.

action_as_spam =action

type: string
default:action = "accept"

Specifies the action performed on e-mail messages found as Buasible values are "accept”,

"defer", "discard", "reject".Note that the values ab® ae handled individually byvery ESETS
agent module. Thus to get description of thiugs please, refer to sectiBlANDLE OBJECT
POLICY of manual page of an appropriate agent.

action_as_notscanned action

type: string
default:action = "accept"

Specifies the action performed on objects that could not be scanned by Anti-Spam deéassier

ble values are "accept”, "defer", "discard”, "rejedtlote that the values ab® ae handled indi-
vidually by erery ESETS agent module. Thus to get description of #heeg please, refer to sec-
tion HANDLE OBJECT POLICY of manual page of an appropriate agent.

av_scan_obj_files syes/no

type: bool
default: yes
Enables/disables scanning of regular files.

av_scan_obj_archves =yes/no

type: bool
default: yes
Enables/disables scanning of avesi(.ZIP, .RAR, .ARJ, etc.).

Note that due to the on-access scanner optimization reason, the default value of this parameter is
redefined by the parametav_scan_obj_archves within agent sections [pac] and [dac]. Refer to
libesets_pac.so(1) and esets_dac(1) manual page for details.
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av_scan_obj_mime =yes/no

type: bool
default: yes
Enables/disables scanning of MIME arads, i.e. e-mail messages iwréormat.

Note that due to the on-access scanner optimization reason, the default value of this parameter is
redefined by the parametav_scan_obj_mimewithin agent sections [pac] and [dac]. Refer to
libesets_pac.so(1) and esets_dac(1) manual page for details.

av_scan_obj_mailbox =yes/no

type: bool
default: yes
Enables/disables scanning of various mailboxes.

Note that due to the on-access scanner optimization reason, the default value of this parameter is
redefined by the parametav_scan_obj_mailboxwithin agent sections [pac] and [dac]. Refer to
libesets_pac.so(1) and esets_dac(1) manual page for details.

av_scan_obj_rtp =yes/no

type: bool
default: yes
Enables/disables scanning of runtime-packers.

Note that due to the on-access scanner optimization reason, the default value of this parameter is
redefined by the parametew_scan_obj_rtp within agent sections [pac] and [dac]. Refer to
libesets_pac.so(1) and esets_dac(1) manual page for details.

av_scan_obj_sfx =yes/no

type: bool
default: yes
Enables/disables scanning of self-extracting &sshi

Note that due to the on-access scanner optimization reason, the default value of this parameter is
redefined by the parametew_scan_obj_sfxwithin agent sections [pac] and [dac]. Refer to
libesets_pac.so(1) and esets_dac(1) manual page for details.

av_scan_app_adwae =yesno

type: bool

default: yes

Enables/disables scanning of adware, spyware, etc.
av_scan_app_unsafe yes/no

type: bool
default: no

Enables/disables scanning of potentially dangerous applications.
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av_scan_app_unwanted ¥yes/no

type: bool

default: no

Enables/disables scanning of unwanted applications.
av_scan_patten = yes/no

type: bool

default: yes

Enables/disables use of virus signatures database while scanning.
av_scan_heur =yes/no

type: bool
default: yes
Enables/disables use of heuristics method while scanning.

av_scan_adv_heur =yes/no

type: bool
default: yes
Enables/disables use of advanced heuristics method while scanning.

Note that due to the on-access scanner optimization reason, the default value of this parameter is
redefined by the parametav_scan_adv_heurwithin agent sections [pac] and [dac]. Refer to
libesets_pac.so(1) and esets_dac(1) manual page for details.

av_scan_ext =extlist

type: string
default:extlist = ""

Defines list of only xtensions of files to be scanned. The strirguarentextlist is assumed to be
of the format "®tl:ext2:&t3:...", where extl, ext2, ext3 etc. are specifigtbresions. Ifnot
defined, all files are scannedjaalless of gtension. Ifdefined, theav_scan_ext_exclud@aram-
eter is ignored.

av_scan_ext_exclude =xtlist

type: string
default:extlist = ""

Defines list of only extensions of files to beckided from scanning, i.e. all files are scanned
except these defined by the listhe string agumentextlist is assumed to be of the format
"extl:ext2:&t3:...", where extl,>@2, ext3 etc. are specified extensions. If paransatescan_ext
defined, this parameter is ignored.

av_exclude =ist

type: string
default:list=""
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Defines list of filesystem objects to beckided from scanning, e.g. all files are scanneskgt
those defined by the list. The stringgament list is assumed to be of the format
"pathl:idefl:path2:idef2:...". Notéhat each element of the list must be terminated by cdite.
ments pathl, path2 etc. are absolute paths to the files or direcxolieted. Notethat to eclude
directory the "/*.*" wildcard characters must be written at the end of the gcification idefl,
idef2, etc. is reserved for the future use (write empty strings instead).

av_scan_smart =yes/no

type: bool
default: yes

Enables/disables so called Smart Optimization of scaneeoptimal scanner settings to ensure
the most efficient scanningvig, while simultanneously maintaining the highest scanning speeds.
The various protection modules scan intelligentigking use of dferent scanning methods while
applying them to specific file typesthe Smart Optimization is not rigidly defined within the
product. TheESET Deelopment Team is continuously implementingwmnehanges which then
get integrated into your product via the regular updates.

av_clean_mode =mode

type: string

default:mode = "standard"

Defines cleaning mode of scanned object. Possible values are:
none No cleaning.

standard
In this mode all infected files will be cleaned by proper cleaning algorithm or
deleted, except those whose deletiayuld cause also usefull data loss, e.g. ar
chives montaining mixture of infected and clean files, etc. Note that in ESET
Mail Security and ESET Gatey Security this mode is handled in the sameyw
as rigorous mode (see below).

strict  In this mode all infected files will be cleaned by proper cleaning algorithm or
deleted, except the system fileote that in ESET Mail Security and ESET
Gatevay Security this mode is handled in the samayvas rigorous mode (see
below).

rigorous
In this mode all infected files will be cleaned by proper cleaning algorithm or
deleted.

delete In this mode all infected files will be deleted.

Note that some ESETS agent modules are built to work in read-only mode, i.e. the objects scanned
are not cleaned in sitway and thus the parameter is ignor@d. get information on the read-only

mode of agent please, refer to sectithNDLE OBJECT POLICY of manual page of an appro-

priate agent.

av_quarantine_enabled =yes/no

type: bool
default: no

If enabled, gery infected object is quarantined in case it is cleaned by ESETS.
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av_scan_obj_max_size size

type: integer
default:size=0

Specifies the maximum sizeze (measured in bytes) of a single scanned file. Zero (0) means no
limit. When a scan is terminated prematurely because this liasitreached, the scanned object is
considered as not scanned.

Note, for size setting is possible use base unit specification (Ki, Mi or Gi). For example 4
megabytes can be written gv_scan_obj_max_size=4Mi

av_scan_archve max_level = IVl

type: integer
default:Ivl = 10

Specifies the maximumve Ivl an archie is descended, unpacked and scanned. When a scan is
terminated prematurely because this limasareached, the scanned object is considered as not
scanned.

Note that due to the on-access scanner optimization reason, the default value of this parameter
may be redefined within agent sections [pac] and [dac] for special case of file creatitsh e
catched by on-access scanndihis can be done by proper definition of parametsrscre-
ate_scan_def_archand av_create_scan_archie_ max_level. Refer to libesets_pac.so(1) and
esets_dac(1) manual page for details.

av_scan_archve max_size =size

type: integer
default:size=0

Specifies the maximum unpacked size(measured in bytes) of a file from anahiwhich will be
scanned. Zero (0) means no limit. When a scan is terminated prematurely because thaslimit w
reached, the scanned object is considered as not scanned.

Note that due to the on-access scanner optimization reason, the default value of this parameter
may be redefined within agent sections [pac] and [dac] for special case of file crgatitsh e
catched by on-access scanndhis can be done by proper definition of parametsrscre-
ate_scan_def_archand av_create_scan_archie max_size Refer to libesets pac.so(1) and
esets_dac(1) manual page for details.

av_scan_archve timeout =time

type: integer

default:time=0

Specifies the maximum scanning titi@e of a single arclvie levd object scan in seconds. Zero

(0) means no timeoudWhen a scan is terminated prematurely because this limit was reached, the

scanned object is considered as not scanned. Note that this option represents a soft limit by means
the timeout is only checked in betweerotachive levd objects scans.

av_eml_subject_modification_mask smask

ESET spol. s ro.

type: string
default:mask = ""

This option is used in ESET Mail Security to trigger replacement of the scanned e-mail 'Subject’
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by predefined formatted text message templatstring agumentmask is used to set mode of the
text replacement. Fe values of this argument are supported appropriate to theamelgtatus of
scanning and also cleaning process of controlled e-mail messages:

clean Replace subject in clean e-mail messages.

cleaned
Replace subject in cleaned e-mail messages.

deleted Replace subject in deleted e-mail messages.

infected
Replace subject in infected e-mail messages.

notscanned
Replace subject in not scanned e-mail messages.

as_spam
Insert headers "X-ESET-Antispam: SPAM", "X-ESET-AS", "X-I-ESES$"
into spam e-mail messages.

as_ham
Insert headers "X-ESEAntispam: OK", "X-ESET-AS", "X-I-ESET-AS" into
not spam e-mail messages.

In case the e-mail header does not contain 'Subject’ header-field the parameter is ignored.

av_eml_subject_template semplate

type: string
default:template = "%avstatus%"

A template used to replace original 'Subject’ hediddd in the scanned e-mail. The template
may contain the following direetes:

%avstatus%
This directive is replaced by Anti-Virus scanning status.

%virus%
This directive is replaced by virus threat detected by Anti-Virus scanner.

as_eml_subject_template template

type: string
default:template = "[%asstatus%]"

A template used to replace original 'Subject’ header-field in the scanned e-mail. The order of mod-
ification of subject is: as_eml_subject_template and thieaml_subject_template. Themplate
may contain the following direetes:

%asstatus%
This directive is replaced by Antispam scanning status.

as_eml_header_modificatio es/no

type: bool
default: no
Add a nev headers appended by antispam into email.

av_eml_header_modification_mask smask
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type: string
default:mask = ""

This option is used in ESET Mail Security to trigger insertion of the ESETS specific ffietdier

as a predefined formatted text message template into scanned e-mail mAsstaigg. agument

mask is used to set mode of thextaeplacement.Five values of this argument are supported
appropriate to the relant status of scanning and also cleaning process of controlled e-mail mes-
sages:

clean Insert header into clean e-mail messages.

cleaned
Insert header into cleaned e-mail messages.

deleted Insert header into deleted e-mail messages.

infected
Insert header into infected e-mail messages.

notscanned
Insert header into not scanned e-mail messages.

av_eml_header_template template

type: string
default:template = "%avstatus%"

A template used to be inserted into header of the scanned eThailtemplate may contain the
following directives:

%avstatus%
This directive is replaced by Anti-Virus scanning status.

%virus%
This directive is replaced by virus threat detected by Anti-Virus scanner.

av_eml_footnote_modification_mask smask

type: string
default:mask = "clean:infected:notscanned"

This option is used in ESET Mail Security to trigger insertion of so called 'ESETS footnote’ into
the scanned e-mail. The ESETS footnote contains detailed information about the scanning
process. Astring agumentmask is used to set mode of the text replacement. Three values of this
argument are supported appropriate to thevealestatus of scanning process of controlled e-mail
messages:

clean Insert footnote into clean e-mail messages.

infected
Insert footnote into infected e-mail messages.

notscanned
Insert footnote into not scanned e-mail messages.

av_eml_footnote_template_clean template

type: string
default:template = "PREDEFINED"

A template used to be inserted into clean e-mail message Blad#se refer to ESETS main con-
figuration file (esets.cfg) to get default of this parametdie template may contain the fallmg
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directives:

%version%
This directive is replaced by Anti-Virus virus signature database version string.

%log%
This directve is replaced by Anti-Virus logging output concerned with this mes-
sage.

av_eml_footnote_template_infected template

type: string
default:template = "PREDEFINED"

A template used to be inserted into infected e-mail message Btahse refer to ESETS main
configuration file (esets.cfg) to get datft of this parameterThe template may contain the falle
ing directves:

%version%
This directive is replaced by Anti-Virus virus signature database version string.

%log%
This directve is replaced by Anti-Virus logging output concerned with this mes-
sage.

av_eml_footnote_template_notscanned template

type: string
default:template = "PREDEFINED"
A template used to be inserted into not scanned e-mail messageHeahe refer to ESETS main

configuration file (esets.cfg) to get default of this paramdtiee template may contain the falle
ing directves:

%version%
This directive is replaced by Anti-Virus virus signature database version string.

%log%
This directve is replaced by Anti-Virus logging output concerned with this mes-
sage.

av_eml_footnote_log_all =yes/no

type: bool
default: no

If enabled, ESETS footnote inserted into the e-mail body (enabled by aptieml_foot-
note_modification_masR will contain also logging output concerned with the clean objects of
scanned e-mail messages.

ESETS MODULE OPTIONS
The ESETS module options are configuration options used to define behavior of the ESETS modules. In
other words, these are all ESETS options except the ESETS scanner common options.

For the reference purposes we divide ESETS module options oBSESS MODULE COMMON
OPTIONS, ESETS MODULE PRIVATE OPTIONS andESETS MODULE SPECIAL OPTIONS.

ESETS MODULE COMMON OPTIONS
These configuration file options are defined for all ESETS modules. This is a full list of the ESETS module
common options:
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syslog_class =lass

type: string

default:class = "error:warning:summall:part”

Defines so called ESETS logging class. Following classes are supported:
error  Error messages are logged (priority LOG_ERR).

warning
Warning messages are logged (priority LOG_WARNINF).

summ Summarizing lines of logging output are logged for infected objects (priority

LOG_NOTICE).

summall
Summarizing lines of logging output for all scanned objects are logged (priority
LOG_NOTICE).

part Paticular lines of logging output are logged for infected objects (priority
LOG_NOTICE).

partall Paticular lines of logging output for all scanned objects are logged (priority
LOG_NOTICE).

info Informational messages are logged (priority LOG_INFO).

debug Debug information messages are logged (priority LOG_DEBUG).
Refer to the sectiohOGGING of this manual page for details.
syslog_facility =facility

type: string
default:facility = "daemon"

Defines syslogdcility to be used for syslog logging of the ESETS module. The following syslog
facilities are supported:

none No syslog output.
kern LOG_KERN

user LOG_USER

mail LOG_MAIL

daemon
LOG_DAEMON

auth LOG_AUTH
syslog LOG_SYSLOG
lpr LOG_LPR
news LOG_NEWS
uucp LOG_UUCP
cron LOG_CRON

authpriv
LOG_AUTHPRIV

ftp LOG_FTP
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local0 LOG_LOCALO
locall LOG_LOCAL1
local2 LOG_LOCAL2
local3 LOG_LOCAL3
local4 LOG_LOCAL4
local5 LOG_LOCALS
local6 LOG_LOCAL6
local7 LOG_LOCAL7
To get more information on the syslog refer to the manual pages syslog(2), syslog(3)).

ESETS MODULE PRIVATE OPTIONS
To get description of ESETS MODULE PRAVE OPTIONS of agent, please refer to an appropriate agent
manual page.

ESETS MODULE SPECIAL OPTIONS
This section describes list of special options that does not fit to the other lists of options.

user_config =path

type: string
default: no default

This configuration option causes reading of user configuration options for an appropriate ESETS
agent module from the file specified by stringuenentpath. If an agumentpath is not an abso-

lute path name, it is interpreted relatio the directory containing main ESETS configuration file
esets.cfg. @ get detailed information concerned with this option, see seti®&iBR SPECIFIC
CONFIGURATION of this manual page.

parent_id = string

type: string
default: no default

This configuration option causes reading and setting of configuration options from special section
referenced by string gumentstring. By using this mechanism grouping of so called special sec-
tions is alleved. 10 get detailed information concerned with this option, see seti®ER SPE-

CIFIC CONFIGURATION of this manual page.

REPORTING BUGS
In order to report bugs, please visit http://www.eset.com/support <URL:http://www.eset.com/support> or
use directly the support form at http://www.eset.eu/support/form <URL:http://www.eset.eu/support/form>.

COPYRIGHT
Developed by ESETspol. s r.o. 2011 (C). www.eset.com <URL:www.eset.com>

Developed with Proweb Consulting. www.pwc.sk <URL:www.pwc.sk>

SEE ALSO
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