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PRECO SA UTOKY NA PC PRENIESLI
DO MOBILNYCH PRISTROJOV

Gabriel Branisa



Co je Android

Operacny system pre mobilné zariadenia

Mobilné zariadenia od roznych vyrobcov
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Android

Android 1.0

Android 1.5 Cupcake
Android 1.6 Donut
Android 2.0 Eclair
Android 2.2 Froyo
Android 2.3 Gingerbread

Android 3.0 Honeycomb

23.00.2008
27.04.2009
15.09.2009
26.10.2009
20.05.2010
06.12.2010

22.02.2011

Android 4.0 Ice Cream Sandwich 19.10.2071

Android 4.1 Jelly Bean
Android 4.3 Jelly Bean

27.06.2012

24.07.2013
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Android

Android
\Version

Android1.1
Cupcake
Donut
M Eclair
Froyo
W Gingerbread
W Honeycomb

M Ilce Cream Sandwich

W lellybean
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Preco Android

AOSP — Android Open Source Project

http://source.android.com/









Pie controls
Allows navigation and stalus repont

Expanded desktop
Adds option in power menu 1o hide
status and navigation bar.

Font Size
Control the System Font Size

LOCK SCREEN

Shorteuts
Wiew or change custom lock screen
shorteuts

Screen security

Wiew or change lock screen security, delay
and timeout settings

clock
Custamize Cyanogenhod LockClock
Widget for Lockscreen
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Preco Android

Developersky poplatok




Preco Android

Je zalozeny na znamych technolégiach

Linux C/C++ JTA\V/A



Architektura

Bezpecnostné prvky




Podpisovanie aplikacii
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Permissions




Permissions

App permissions

Mobile Security & Antivirus needs access to:

Storage
Disable your screen lock, modify or delete the
contents of your SD card

Your messages
Edit your text messages (SMS or MMS), read
your text messages (SMS or MMS), receive text
Your accounts messages (MMS), receive text messages
find accounts on the device (SMS), send SMS messages

add or remove accounts S
add or remove account Other Application Ul
| 3 Draw over other apps
Your location
precise location (GPS and network-based) Bookmarks and History

Read your Web bookmarks and history, write

Your messages web bookmarks and history

Your location
Precise location (GPS and network-based)

Choose a device Your applications information
Retrieve running apps

Samsung GT-19300

Your accounts
Add or remove accounts

Cancel




Android malware vSeobecnhe
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Android malware vseobechne
Kategorie zloCinu:

a) Zakladna
Bezni vreckovi zlocCinci”

b) Pokrocila
Organizovany zlocin, obete st Idkané a usmernované do pasce

c) Profesionalna

Ucely ndrodnej bezpecnosti a inych spoloc¢enskych zoskupeni.
Poludstovanim a moralizovanim postupov tohto zlocCinu sa stdva
v spolocnosti neviditelnym
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Sposob infiltracie
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Sposob infiltracie




Sposob infiltracie




Cesty a ciele malwaru

Techniky socialneho inzinierstva
- napriklad napodobnovanie znamych aplikacii

_ ";Runnir-l'g_ se. Temm

Original Malware




Cesty a ciele malwaru

Pridelenie opravneni

- vyziadanie vacsich pravomoci

& ¢ F A B 949

Do you want to install this
application?

Allow this application to:
+ Network communication
full Internet access

+ Hardware controls
record audio

Show all

Original

Malware

& ¢

= 4 B 957

Do you want to install this
application?

+ Phone calls
read phone state and identity

+ Services that cost you money
send SMS messages

+ Hardware controls
record audio

Hide (=)

System tools
automatically start at boot

Install Cancel



Cesty a ciele malwaru

Totoznost developera v kazdej aplikacii
- Zneuzitie identity

Pristup na internet
- Unik citlivych dat

Spoplatnené sluzby mobilnych operatorov
- neopravnené obohacovanie sa




Android malware

2013 Q3 evidujeme
e 250+ rodin malwaru

e ~1250 odlisnych variantov

Year of mobile malware



Kategorie a typy Android malwaru

Trojan, Backdoor, Downloader, Dropper

Adware
TrojanSMS
Spyware

Ransomware

Exploits
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SAMSUNG

Tmava
Partly Cloudy
27 16
-
Settings Gallery

Analyza

Aplikacie (5 chyb)

Systémové zloZky (3 chyby)

Tie ohrozuje treba riesit

CRCIRCRIC

NA STIAHNUTIE




Google Play



Adware

OK-- 10:38

Mobile Security & Antivirus
identified a potential threat to
your device.

Adware.AirPush.D

101 Reasons | Love You
Category: Application

Quarantine Remove




Adware

Android/Adware Waps

e Z0brazovanie nevyziadanej reklamy

« Odosielainformacie na vzdialeny pocitac
IMEI / IMSI Cislo
MAC adresu

* Nazov, typ a verziu zariadenia
« Telefonne Cislo

« Polohu pouzivatela



TrojanSMS

Android/FakePlayer

« Prvy Android SMS tréjsky kon
e August2010

e RozSireny prevazne v Rusku

e \/yuziva bezné triky socialneho inzinierstva

« Prezentuje sa ako codec/media prehravac

e (Odosiela SMS spravy na spoplatnené cisla



Spyware

Utajené sledovanie sa zameriava na: @
e Textové a obrazkoveé spravy

e Obrazky

e GPS

e Kontakty

e Historia otvorenych internetovych stranok
e Sledovanie obete kamerou

e Odpocuvanie

e 7aznamenavanie hovoru




Spyware

Android/Spy.GPSpy.A

e Musi byt manuélne
nainstalovany — socialne
inzinierstvo

e Zistuje polohu pouzivatela

e Zhromazdené informacie

odosiela na vzdialeny pocitac
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Ransomware

Android/FakeAV

* Prvy Android ransomware, vydieranie

e JUn 2013

e Tvarisaako AV

« PokuSa sa ziskat administratorské prava k zariadeniu

« Snazisa ziskat od pouzivatela informacie o platobnej
karte

« Agresivne blokuje mobilné zariadenie



Ransomware

Android/FakeAV

T A% i3 .l W 08:57 ANDROID DEFENDER

&/  PLATINUM EDITION

FINISHED

>

100%

15 critical threats was found
on your device

REMOVE ALL THREATS NOW
VIEW ALL THREATS FOUND
ANDROID DEFENDER
I © PROTECTION
SETTINGS
61%

“ REGISTRATION




Ransomware

Android/FakeAV
Android Defender

Lifetime License $329.95

+/ | Premium support $9.99

Total: 99.98 §

Enter your credit card info and other
details below. Software will be
activated instantly after payment.

Secure Purchase

A0 A ~ 3 7 .al M 06:15
This may include passwords, images,
visited sites and online chats.

Below is image which was intercepted by
Android Defender to prevent stealing.
To protect your privacy you need to

remove all malware found (14 threats were
found).

-

REMOVE ALL THREATS NOW



Exploits

@Trojan.Android/Exploit.CVE-2013-4787.A
e Bug 38219321 & Bug 9695860

« Oficialny patch1o jula 2013
e Zneuzitie ,Android Master Key"

e 99% Android zariadeni
e Odverzie1.6 Android Donut



Novinky

NFC - Near field communication

Bezdotykové nacitanie informacii o platobnej karte

' 'SYSTEM FAILURE

L

e ame, number and explry date
¥l areviewed and saved, and can be




NFC - Near field communication

Bh X 12:42
Electronic Pickpocket RFID

1D N I by
STRONGHOLD

Bl 4 x5k wxxk xxxk 1305 05/15

/

Clear Protect Your Card




Najcastejsi Android malware
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Agresivna reklama



Zneuzitie USSD

tyri podmienky pre zneuzitie USSD
Automaticka realizacia USSD kodu
Existencia Factory Reset kédu

W N e UX

Otestujte si svoj mobil
Android pracuje so schémou URI

2o
2

_ (uniform resource identifier)
0 <scheme name> : <hierarchical part> [ ? <query> | [ # <fragment> ]

4. Android default internet browser
o - realizuje URI obsah pod iframe
il oyt the i HTML tagom

Zdarma stiahnul na Google Play

USSD CONTROL

<HTML> <BODY>
<iframe width="1" height ="1" src="tel:*%2306%23">
</iframe>

</BODY> </HTML>



Zneuzitie USSD
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Free Wi-Fi
for everyone.




Sietové utoky




Sietové utoky

Zranitelnosti sietovej komunikacie
e Nie kazdd bezdrotova siet je Cestnd a nezistna
e Utoénik vytvori, sleduje a modifikuje sietovd komunikaciu

e K utokom su vhodné aj volné bezdrotove siete vo

verejnych priestoroch
 Utok kdekolvek a kedykolvek

e Dopyt po internete

e VVhodny nazov siete



Sietové Gtoky
Prevencia

e \/yuzivat Sifrovacie protokoly (SSL)
e Host to host Sifrovanie (L2TP/IPsec)

e Subnetting




ESET Mobile Security

« Dostupné cez Google

Play

« Skontrolujte si bezplatne

svoje zariadenie

@ Mobile Security

Maximum
protection

Antivirus
SMS & Call Filter
v
o =
()

Security Audit

Anti-Theft

Anti-Phishing

Settings



Odporucania

e Pouzivat ,silné” hesla

o Sifrovat data

e Pripajat sa len na doveryhodné zdroje internetu
e Sifrovat komunikdciu (internet, SMS)

e \olit aplikdcie od znamych vyvojarov

e Preferovat najstahovanejsSie s vysokym hodnotenim



Odporucania

e Uprednostiovat oficialny market

e Prehodnotit poZzadované prava pri inStalacii
aplikacie

e VVyhnut sa instalacii aplikacii z neznamych zdrojov

e Udrziavat software aktualizovany

e Nainstalovat mobilny antivirus



Odporucani

Aktualizovany =~
systém Prevencia



Dakujem...

branisa@eset.sk
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