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ESET Secure Authentication
ESET Socia media Scanner

Uos W



ESET ENDPOINT SOLUTIONS

ENDPOINT | ENDPOINT
SECURITY "Il ANTIVIRUS




Funkcionality EES

Web filtering

® Group Editor

Group categories of websites to further simplify working with them when defining rules, e.

Search bar for fast access to a spedfic category.

Category

Adult Materials

&lcohol and Tobacco
Business Services
Communication and Sodal Networks
Criminal Activities
Dangerous sports
Education
Entertainment

File sharing

Finance and money
Gambling

Health

HF'!.I'

Information Technology
Job search

Kid's Interests

| ife Shula

Eubmtr—.-gnry'
Abortion

Abortion - Pro Choice
Abortion - Pro Life

Advocacy Groups & Tra. ..

Agriculture
Alcohol
Anonymizer

Architecture & Construc.,..

Arts

Astrology & Horoscopes
Atheism & Agnosticism
Auctions & Marketplaces
Banking

Biotechnology

Botnet

Cartoons, Anime & Comi...

Catalnne

Group

o[BS

. based on their acceptability to your organization, Use the

B Grovp 1
b

Abortion

Abortion - Pro Chaice =
Abortion - Pro Life

Boinet

Child Abuse Images

Child Inappropriate

Command and Control Centers
Compromised

Criminal Skills

Gambling

Hacking

Hate Speech

Ilegal Drugs

Lingerie, Suggestive & Pinup
Malware Call-Home

Malware Distribution Point
Marijuana

Mon-traditional Religion & Ocoult
Mot Categarized

Mudity

Parked



Funkcionality EES

Device control

@ Editor pravidiel

Untitled Rule

Port LPT/COM

alebo skupina




Funkcionality EES

Automatické spustenie kontroly vymenitelnych médii

:-:':':F":':I‘EII‘E nove zariaaenie

USE Storage (L)
= Eontrolovat teraz
= Kontrolowvat neskdr

= [Mastavenia..

[ Vady poudit zvoleni velby




Funkcionality EES

Prezentacny mod

® ESET Endpoint Security

Nastavenia

Prezentadny mad
Automaticky zapnit’ Prezentadny mod podas behu aplikadi zobrazenych na celd
&8 Web a e-mail obrazovku
Aktualizécia [T Automaticky vypnit Prezentadny méd po 0 = | mintach

Mastavenie grafiky
Upozornenia a udalosti
Skryté oznamovade okna
Pristup k nastaveniam
Kontex (=all}

Prezentatny mad




Funkcionality EES

Vypnutie po kontrole

@® ESET Endpoint Security

ESET ENDPOINT SECURITY

Stav ochrany ey e
! Kontrola poéitaca
Kontrola pocitata &
Priebeh kontroly
ualzict — T
ram Files\BullziphPDF Printer

Mastavenia ofet infiltracif: 0

) ] | Pozastavit’ Prerugit’
Mastroje -

Pomoc a podpora




Funkcionality EES

HIPS

r

Editacia pravidla

1

Pravidld definuid, ako bude Host-based Intrusion Prevention System rozhodovat|, ktoré aplikace budd mat’ povoleny, alebo zakadzany pristup k
vybranym suborom, Castiam registrov, alebo inym aplikacam. Je taktiez mozné ponechat’ uzivatelovi moznost wyberu akde, Kazdé pravidlo
pozostiva z podmienak, ktoré musia nastat’, aby doslo k jeho uplatneniu a aby baola vykonana prislusng akda.

Dstatné nastavenia

Pravidio je aktivne

[] zZaznamendvat' do dennika
[ Upozormit' pougivatela

7akladrné nastavenia

Nazov: Allow reqistry access and driver loading required for successful boot

Akdia: [P'u'u'ulit’

Zdrojové aplikdde | Cielove sibory |Cie|’wé aplikacie | Cielové registre|

Povolit' nasledovné operacie

Mad tymito sObormi

Opercie

[ Wymas stibor

[] Zapi& do sibon

[] Priamy priztup na dizk
[] Maingtaluj globalry hook
Matitaj ovladac

1 | 1]

CAWindows \System 32VCLFS sys
C:xWindows system 32 drivers\ 13534BU5.5Y5
CWindows system 32 drivers’.1354ohci sys
CAWindows system 32'drivers\ACF| sys
C:xWindows system 32 \drivers \acpipmi sys
CAWindows system 32\ DRIVERS \adp 3o sys
CA\Windowssystem32\DRIVERS \adpahci sys
C:xWindows system 32 \DRIVERS \adpu320 sys
C M Windows"system 32 drivers'afd sys
C:xWindows system 3P DRIVERS AgileVpn sys

C:AWindows system 32 \drivers agp440 sys
TS indrweeustem TP drivers\alide =

[7] Poudt' na viethy operdcie

Editovat'... Fmazat’




Funkcionality EES

RozSirené nastavenia aktualizacie

.

® ESET Endpoint Security
.
Nastavenia

(-l Podtad
-1 Siet’
Iil---' Web a e-mail

- M8 PouFivatelské rozhranie

Zéloha a obnova modulov
Povolit’ zalohovanie

Pofet zéloZnych obrazov:

Aktualizade modulov:

H oK

'ﬂ.‘ﬂréﬁt’ zmeny

Standardné



dpoint Security vs. Endpoint

Antivirus

Rozdielne
funkcionality

Obojsmerny firewall
Klientsky Anti-Spam

Webova kontrola

Modularna instalacia

Detekcia
déveryhodnych sieti

ESET Endpoint
Security

ESET Endpoint
Antivirus







Funkcionality

Bezpecnostny audit

& Preparing USE storage

> Jﬂlu I:l it

e, SEttiI—IgS

U Audit Logs

I Task Manager

o Help




Funkcionality
SMS/MMS Antispam

5 =@ = B al B 1907

|_| Call and SMS Rule List
{ Black/White List)




Funkcionality

Administratorska sprava

Connect to ESET Remote
Administration server:

Interval between connections to
server:

03N

Server

Frimary servej

Server address:

Remote Administrator server
requires authentication

Password:

Cancel



Funkcionality

Ochrana pred odinstalaciou

& = B al B 1937

You have to perform the

following steps to uninstall
ESET Mobile Security.

Remove ESET from device
administrators. You will need to
enter your security password.

. Tap "Remave” buttan,
faul are asked for 2 password, provide
yaur security password,

Uninstall ESET from device.

. Tap "Uninstall" buttan.
£ Tap "OK" button to start uninatal latian.

3. Tap "0k ta confirm uninstallatian.




Funkcionality

GPS Lokalizacia

SIM Matching
Vzdialené uzamknutie
VVzdialené mazanie



ESET Mobile Security 2 (Home)

ESET Live Grid

@ = (e) 27 @ % .l & 07:43

(@ Rozsirené nastavenia ?

Automatické aktualizacie databazy
hrozieb

Denne
Rezidentna ochrana
e L]

ESET Live Grid
Zap.

Detekcia potencialne
nechcenych aplikacii

Detekcia potencialne
zneuzitelnych aplikacii

Predvolena akcia riesenia

Karanténa




ESET Mobile Security 2 (Home)

Detekcia potencialne nechcenych aplikacii

@ = (e) 27 @ % .l & 07:43

(@ Rozsirené nastavenia

B

Automatické aktualizacie databazy

hrozieb

Denne

Rezidentna ochrana
Zap.

ESET Live Grid
Zap.

Detekcia potencialne
nechcenych aplikacii

Detekcia potencialne
zneuzitelnych aplikacii

Predvolena akcia riesenia

Karanténa




ESET Mobile Security 2 (Home)

Vzdialené spustenie sirény

@ 5] = (@ 2 [ % .l CAE07:45
() Anti-Theft ?

Anti-Theft

Zapnut textové SMS prikazy.

Ovladajte ESET Anti-Theft odoslanim
nasledujucich textovych prikazov z
akéhokolvek telefénu:

Zamknut vase zariadenie
eset lock heslo

Najst vase zariadenie pomocou GPS
eset find heslo

Vymazat data na vasom zariadeni
eset wipe heslo

Vytvorit hes lo pre textové SMS prikazy




Platené funkcionality
Apps Audit

@ T E A @2 0 2 .l T2 07:46 ZOE A @ % 1 % .l 7 07:46
(@ Audit aplikacii ? (@ Pouzivat platené sluzby

Nizsie je zoznam kategorii zalozeny na Tieto aplikacie m6zu vyuzivat
povoleniach aplikacii. Tuknite na spoplatnené sluzby. Tuknite na aplikaciu
kategoriu pre zobrazenie viac informacii. pre zobrazenie viac informacii.

(©) BOSCH)

Pouzivat platené sluzby P Bosch Toolbox

8 aplikacii

Sledovat polohu
18 aplikacii ﬁ OOpS!App

Precitat identifikacné udaje 0 G
11 aplikacii GV range Go

Pristupovat k spravam
4 aplikacie

e Stupid Phonecalls Blocker Free

Pristupovat ku kontaktom
12 aplikacii




Platené funkcionality

Monitorovanie zariadenia

@5 AEE%2 O % .l CAE07:46
(@ Bezpecnostny audit ?

Bezpecnostny audit “

DA Monitorovanie zariadenia 1]

1 problém najdeny

EE? Audit aplikacii 1]

#8876 novych aplikacii




Platené funkcionality

Anti-Phishing

@) = () 2 @ F .l & 07:42

() Anti-Phishing ?
Anti-Phishing

Anti-Phishing sa integruje s
vacsinou webovych prehliadacov.
Skontrolovat ¢i je podporovany vas
prehliada¢ mozete tu:

‘,’. Internet v

Podporovany prehliadac

Chrome v

Podporovany prehliadac

Poznamka: Anti-Phising nie je zapnuty
pri prehliadani webu v privathom mode.




Platené funkcionality

Automaticka planovana kontrola

7 = @) 27 ® % il A 07:43 @ = (e) 27 ™ % il  07:43

Kontrola zariadenia Kontrola zariadenia

Uroven kontroly Uroven kontroly

Smart Smart

Planovana kontrola

Planovana kontrola N
Vyp.

Zap.

| Po | Ut | St | St [Pi|So | Ne

Cas 12:00

Karanténa
Prazdny zoznam

Protokoly kontroly

1 poloZzka

Karanténa
Prazdny zoznam

Aktualizovat databazu hrozieb
Verzia: 3.1101 (aktualna)

a9
E Protokoly kontroly

1 poloZka

Rozsirené nastavenia
Rezidentna ochrana je zapnuta




Platené funkcionality

Blokovanie podla casu

A IOKE [CRGER| 07:41

((€) Pravidia ?

Kto

am.  \/setky nezname Cisla
ey Co

KIS

Kedy

Vzdy []
| Po | ut | st St | Pilso] Ne
Od 00:00 ,

Do 23:59 ,



Platené funkcionality

Skupinové blokovanie

azmAMY 50 O A o824

Zvolte kontaktnu skupinu

Friends (1)

-@hotmail.com

-@gmail.com
-@gmail.com

Kruhy Google+ (47)

Friends (1)

fun(11)

@gmail.com

My Contacts (478)

@gmail.com

Netriedene (3)

@hotmail.com

Starred in Android (12)

-@gmail.com




Platené funkcionality

Blokovanie posledného volajuceho

@ (@) 25 Q= 07:40

(@ Filter hovorov a sprav ?

Filter hovorov a sprav e

Blokovat posledného volajiceho

Pravidla
Prazdny zoznam
Histoéria

Ziadna nova blokovana komunikéacia



Platené funkcionality
Ochrana SIM

€ @] AN ¥ CTTJ 10r 19 Ce 18:30 Uklada sa snimka...

(@ Anti-Theft ? (@ Ochrana SIM ? +

Anti-Theft Iba nasledujuce SIM karty budu
fungovat s tymto zariadenim:

Ochrana SIM Moje Orange SK SIM

; Moje kontaktné udaje

@» Doveryhodni priatelia
== 1 Doveryhodny Priatel

Textové SMS prikazy
Zap.




Platené funkcionality

Mazanie na dialku

@ ] = @) 28 (O | 07:45
(@) Anti-Theft ?

Anti-Theft

Zapnut textové SMS prikazy.

Ovladajte ESET Anti-Theft odoslanim
nasledujucich textovych prikazov z
akéhokolvek telefénu:

Zamknut vase zariadenie
eset lock heslo

Zamknut zariadenie a zapnut sirénu
eset siren heslo

N4jst vase zariadenie pomocou GPS
eset find heslo

Vymazat data na vasom zariadeni
eset wipe heslo

Vytvorit hes 1o pre textové SMS prikazy

Zadaijte heslo



REMOTE
ADMINISTRATOR




Funkcionality

Menezment uzivatelov

User Manager

iz dialog yot -h unks for C erver authentication.
tor and I Y ot be edited.

Adminigtrator

Read-Only

kM ore information!

Mate: Changes in this dialog are directly sent to the =




Funkcionality

Audit uzivatelskych aktivit

€ Audit Log

[ApplyFitter | [ Defou | | Itemstoshow [al ~ Page

User Login Name Console ...  Action Object

2012-04-30 13:35 A~ ... Administ... 127.0.0.1  Modify Server Settings era.xml
B (o050 535 ... Administ... 127.0.0.1  Modify Server Settings era.xml
Jano 127.0.0.1  Invalid Login Attempt

User v Jano 127.0.0.1  Invalid Login Attempt

Domain login name e Jano 127.0.0.1  Invalid Login Attempt
Jano 127.0.0.1  Invalid Login Attempt

IP address ... Jano 127.0.0.1  Invalid Login Attempt

Jano 127.0.0.1  Modify Server Settings era.xml

Jano 127.0.0.1  Create Task for Clients Update Mow

IPv4 .o, Administ... 127.0.0.1  Modify Server Settings era.xmi

Administ. .. 127.0.0,1  Add User Jano

Administ. .. 127.0.0.1  Modify Server Settings era.xml

Administ. .. 127.0.0.1  Create Task for Clients Configuration

Administ. .. 127.0.0.1  Clients - Request Data - Protection Status Krajc [ Krajc / Krajc [ 0800270008b6

Administ... 127.0.0.1  Clients - Request Data - Configuration Krajc [ Krajc / Krajc / 0800270008b8

ess v Administ... 127.0.0.1  Clients - Request Data - System Information Krajc / Kraic / Krajc / 0800270008b8
Administ... 127.0.0.1  Clients - Request Data - Protection Features Krajc [ Krajc [ Krajc [ 0800270008b6
Administ... 127.0.0.1  Clients - Request Data - Configuration Krajc [ Krajc [ Krajc [ 0800270008ba
Administ. .. 127.0.0.1  Set Client Policy Krajc [ Krajc { Krajc / 0800270008b6
Administ. .. 127.0.0.1  Clients - Request Data - System Information Krajc [ Krajc / Krajc [ 0800270008b6
Administ. .. 127.0.0.1  Clients - Request Data - Protection Features Krajc [ Krajc / Krajc [ 0800270008b6
Administ... 127.0.0.1  Clients - Request Data - Protection Status Krajc [ Krajc / Krajc / 0800270008b8

Action types v Administ. . 127.0.0.1  Create Task for Clients Protection Features
Server settings Administ... 127.0.0.1  Modify Server Settings era.xmi
ez ... Administ... 127.0.0.1  Synchronize Groups with Active Directory

To

@ Address () Range
Address

IPv

client status ... Administ... 127.0.0.1  Modify Server Settings era.xml
Polidies v Administ... 127.0.0.1  Synchronize Groups with Active Directory

Remote installation ... Administ... 127.0.0.1  Synchronize Groups with Active Directory
Tasks ... Administ... 127.0.0.1  Synchronize Groups with Active Directory
Motifications .o, Administ... 127.0.0.1  Synchronize Groups with Active Directory
Reports v Administ... 127.0.0.1  Modify Server Settings era.xml
Virus data ... Administ... 127.0.0.1  Modify Server Settings era.xml
[¥]Logs : e = o




Funkcionality

Prehladny konfiguracny editor

3 ESET Configuration Editor - [Untitled]

File Edit Profile Show Help
| | LA | | Q, | Product filter:  mal

- - ESET Gateway Security 4.5 for Microsoft Forefront Threat Management Gateway
Windows product line v3 and v4oer i security 3 for Linux/BSD/Solaris

Windows desktop v5 ESET Mail Security 4 for Linux/BSD/Solaris

Windows server v4.5 ESET Mail Security 4.2 for Microsoft Exchange

Unix desktop v4 ESET Mail Security 4.3 for Microsoft Exchange

ESET Mail Security 4.5 for IBM Lotus Doming

i ESET Mail Security 4.5 for Microsoft Exchange Server

Unix server v4 ESET NOD32 Antivirus 4 Business Edition for Mac 05 X

Mobile devices ESET Smart Security 3 Business Edition

Remote Administrator ESET Smart Security 4 Business Edition

Unix server v3




et

Funkcionality
Web dashbordy

ESET REMOTE ADMINISTRATOR

Consu mption i

System Performance

Server Hardware Load

i*

CPU Time Spent in mSeconds

Managed and Unmanaged Computers

Server Database Load

Administrator

Server Status Monitoring

Last Virus DB update
uTe)

Central Europe Daylight Time (UTC=2:00)
0 days O hr. 3L m
: 0, Replicate Out: 0, Agent: 0

Total Connections : y Replicate In: 0, Replicate Out: 0,

Dataln 2,1 ME (Saved 12,6 MB,
Data Cut 5 kB (Saved 14,5
Total DB queries

threads

Protection Status Summary




Funkcionality

« plnohodnotny notifikacny manazér
e podpora IPv6

e kompatibilita s RSA enVision

e test komplexnostihesla




ESET Secure Authentication




ESET Secure Authentication

« ESET Secure Authentication

ECURE
e poskytuje efektivnu autentifikaciu, ktora ochrani
i Change PIN vzdialeny pristup do vasej firemnej siete a vase citlivé

data, pricom je velmijednoducha.

‘\ Get Tokens

© About

« Mobilnériesenie

vyuziva dvojfaktorovu autentifikaciu
s jednorazovymi heslami (2FA OTP) pre pristup
do firemnej VPN a do Outlook Web App




VyriesSte problém...

« 5o statickymi heslami

e snenahodnymi uzivatelskymi heslami

e srovnakymiheslami pre firemné aj privatne ucty

« sheslamiobsahujacimiSpecifické uzivatelove data

e Ssjednoduchymivzorcami pre vytvorenie nového
hesla, ako napr. ,petert’, ,peter2”, atd.



Vyhody pre vas biznis

« pomaha odvratit risk prieniku do siete

e chrani pred nedodrziavanim zasad pre vytvaranie
hesiel

e Setrinaklady, nepotrebujete ziadny hardvér navyse
e jednoducha migracia a pouzitie
e podporav slovencine



Systémové poziadavky

Serverova strana Klientska strana

32- alebo 64-bitova verzia  |0S 4.2.1a novéi (iPhone)

Microsoft Windows Server Android 2.1 a nov&i

2003, 2003 R2, 2008 : »
2008'R2, 2012 ' Windows Phone 7 a novsi

Windows Mobile 6
BlackBerryod 4.3do 7.1
Symbian — vSetky
podporujuce J2ME
VsSetky s podporou J2ME










ESET pre Sharepoint

e ochrana SharePoint obsahu

 filtrovania na zaklade pravidiel

« multiplatformova ochrana

 identifikacia uzivatelského uctu priinfiltracii



ESET Social Media Scanner

~




ESET Business Solutions

S EHEBD

ENDPOINT MOBILE FILE ENDPOINT MAIL GATEWAY
ANTIVIRUS SECURITY SECURITY SECURITY SECURITY SECURITY

ESET ENDPOINT PROTECTION STANDARD I D

ESET ENDPOINT PROTECTION ADVANCED NN D D

ESET SECURE BUSINESS 4 ] | |

ESET SECURE ENTERPRISE [N R R R R R




Licencovanie

« Podla celkového poc¢tu endpointov
e Mailboxy a zariadenia su licencované v pomere 1,2:1
« Platnost na1alebo na 2 roky

e Upgrade na Endpoint Solutions je mozny zo vSetkych
produktov ESET (ESET Endpoint Antivirus, ESET Endpoint
Security, ESET Mailsecurity for Exchange Server ...)



Priklad

e 100 endpointov (pc, smartphony, tablety, file servery, notebooky)
e MS Exchange servera s poctom mailboxov 115
« Linux gateway servera na ktory je pripojenych 100 zariadeni

Odportcané rieSenie od ESET-u je -100 licencii rieSenia ESET Secure
Enterprise, zakaznik ziska zabezpecenie pre:

700 endpointov

120 pripojernych zariaderni






DAKUJEM ZA POZORNOST
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